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# 1) what does the server reveal? 1 Wi | 10
$ curl -sI https://sec.test/

HTTP/1.1 200 OK %}al Oli;fﬁ:!bj’i' Gjl”lbl)

Server: nginx/1.24.0 (Ubuntu)
# 2) fix: server_tokens off + security headers

$ nginx -t && systemctl reload nginx W S9) I) 6[9_3 9 ddo> Ol PR asS ng}:gl L:h*2'°

nginx: configuration file /etc/nginx/nginx.conf test is successful
# 3) prove it G2 0SS b3l Gy (GBS YR ei G=8lg
$ curl -sI https://sec.test/
Server: nginx

0205 (6l ol oo g Gugw O

Strict-Transport-Security: max-age=31536000; includeSubDomains

X-Content-Type-0Options: nosniff )9} 9 g @|) LSQLQ-" L5L°39:?)|"'” S
X-Frame-0ptions: SAMEORIGIN
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